TEXHUKUNH TOJOPXOMJIOJIT

Gravityzone Business Security 00JI0H TYYHTAH JYHIDXYHIT

3axuasarymiin caHaja 60Jrox Oyii

acyyIUTBIT TIIHHIBIPIIIX, 30BIOTOO OreX,
MIMHIWIRIIT MDIPAIUTHNAT XYPTIX

Ne . CanaJ 60.1rosk 0yil TeXHMK TOJOPXOHJIOT
TEXHUK TOJAOPXOIIONT
. . Y aupiarelH KOHCOJBIT OaNTyYJUIarbIH JOTOO CEPBEP 133
Management options: on-premise / AP . Yy AOTOOM CEPEEP 09D
1 loud (on-premise) scBan Bitdefender-wmitn yymu opuuszn (cloud)
clou OaiipiryynaH amuriax G0JIOMKTOM.
. Windows macOS Linux VI IITHIH CUCTEMTOH
2 Physical laptops & desktops ’ ’ N
KOMITBIOTEPYYABIT OOJUT IIATMIAH XaMraanaaTaap XaHrajar.
. . CepBepyYAutH M3IP3JI2M]] YMTIICOH XaJUIArbll HIPYYJIK
3 Virtual & physical servers P pYY“ YYD,
CYJDKI9HHI XaMraanaiThil XaHTajIar.
. VMware, Citrix 33p3r VDI opunmHn axwuiagar BUPTyal
4 Virtual desktops ’, p P Py
HIMPIZHUI XaMTaaJIANITBIT IOMIKHHD.
. . . Y yJ19H OpUMH[] TOXOOPOMIK TyC OYPHUIH IPCIAINHUIAH TYBIIHHT
5 | Endpoint Risk Analytics (cloud only) ¥ P P yeOYP N P Y
TOOLIOXK, yIAUpAIara ] 3pIMOAIICIH Tailian raprajar.
. Xoproit 6oson phishing caiit HABTP3X OPOJIOTHIT
6 Web threat protection P P & byy P P
aBTOMaTaap WIpYYJDK, OJIOKIOIOT.
. USB, rajHbl TOXOOPOMKYYAUMH XOJIOONTHIT  XSHAX
7 Device control ’ POMIYY ’
MDJ[33J13J1 aJllaraxaac COPruiiiIar.
8 Application control (blacklisting / 36BHIOOPOrIOOryH IMPOrpaM aXHWILIYYJaxbil XOPUIJIOH,
whitelisting) 30BILIOOPOTJICOH JKArcaanraap CHCTEMHIT YIUpIaHa.
. . . Windows opunH/ Tycraiiad 30puyJicad cysnpkddHui firewall
9 Firewall for Windows endpoints P Y Py Y
XaMraananr.
. . XopT 3aH YHIHHAT WIPYYIIIX 30PHIT00P JIOKAT OOJIOH YYJIdH
10 Local & cloud machine learning P Y PYY P P Yy
OpYHBI MAaIINH CYPralIThIr XOCIyYJIaH alluriajar.
. [IporpaMblH CyJl TajbIl AalIUINIaX XaJJUIarbil HIPYYIDK
11 Exploit defense porp Y PYYI
YPbAYHIAH 30TCOOHO.
v e . . Wimpesn  xanaBapnacan ¢aliyyasll aBTOMaTaa CTraxk
12 Automatic disinfection & removal P . P Paitzyy Py ’
CHCTEMUIT IIBIPIIDHD.
CymxdoHUN TYBIIHHI YUrIICOH xammiaryya (ARP spoofin
13 Network attack defense ¥ Y yya( P &
brute-force, port scan rax M3T)-bII' WIPYYIDK 30TCOOHO.
. CuctemMuilH TpOLECCYyAbIr XOPT KOJBIH  Xajjiaraac
14 Process protection P Y . P
XaMraajmk, aKuiaraar XaBuiiH Oaiiirana.
ere e Bappiaanax MPOTrpaMMBbIH XaJJIJIarpIr WITPYYIDK
15 Ransomware mitigation P up P . PYYE
U PIBrACoH QAT caPrIdx GOIOMKHIAT OJTOIOT.
16 HasTpyymaTuiin yilauuarisr 6ypaH | CucteMmuiin CyypwiIyyJdanT, TOXHProo, TYPIUHIT OOIOH
XapHyIHa QKUIUTYyJIaX Ye WAThIl TYHIPTIArd OypaH XapuyiHa.
JIluuensuiin Xyranaas rapcat
acyyJIbIT IIUHJBIPIIX, 30BIOTO6 66X, . .
. JlunieH3uitH Xyralaan rapcal auBaa TEXHUKUIH acyyIbIr
IAHIWIDIIT MDBAIIUIANT XYprax . i . .
17 . mmitaeiapiax, Bitdefender-nitn mmHI4IAA, 3acBaphir Tyxai
JIluuensuiin XyTamaaH rapcas

OYpa XOparidryul Xyprax.




GravityZone Business Security TexHonoru

a8 CIPOWANAE, MAPYYEX, 3acax, xaparnas fal TABEDN AACAN J0XALOK QANKIpe VR
RISH AMALYTICS AND PREVENTION A
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Zoom TexHuMknnH TogopxonnonT

Ne | Yiumumnras TaiinOap
1 YHac3H 00J10MKYY Bueo 6omoH ayano xypan
Bynruiin yymnzant 6omon 1:1 xonbont
DKpaH XyBaajax
XypJIbIH YEUIH 4at
XypibH 6udsaT (710K 6010H cloud)
Breakout Rooms
Virtual Background
Waiting Room 60501 Password xamraamant
2 | IPMKHMIIIX TOX00POMIKYYI Windows 10+
0oJi01 OS macOS 10.13+
Linux (Ubuntu, Debian, Mint rax mMa3T)
Android 5.0+
10S / 1PadOS 12+
Browser client (Chrome, Firefox, Edge, Safari)
3 Cy/KIHMH TeXHUKUH Jamxyymant XamruitH 36BIOMKUT
aapaJjara Oara xypx XypAa
Ayano xypan 60-80 Kbps  100-200 Kbps
Buneo (360p) 500 Kbps 1 Mbps
Buneo (720p 1.2 Mbps 1.5-2 Mbps
HD)
Buneo (1080p) 2.5 Mbps 3—4 Mbps
Screen Share 150-300 1 Mbps
Kbps




